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1 "R

KT W44 FPGA Hd AT 5 IR 45 R4 V1. 0 is AT P3R4 55(E B

2 RGN

TG RGN ARG EOE, 0 I AN AR, e R R it — X %
RS, BUSBAT IS AT R 5, @ ik K ik4 £ 1 SDK. Ak 5 SDK 7E[F]
—ailE, FFHRBRS M RGSSENES . (S AP

2.1 PR RRITIH S

R A A A1 L BEAT RS RE IO BRAERUER, BLR 23 )% AR B (AR PR 62 B AT
. (ST

155, i B
5 AT G YE | MDGW. LDDS 25 W 5 & A7 (147175 U5
515 X R AT B &
Sailfish AT By P AT R R
SDK FSAT 1B VR & 7 oy SDK
land_tool fic & FPGA ) T.H
land SREX FPGA PR FITHER 5 B PR fh e 4% ik 55
FPGA AT I MRS IR 55

3 FPGA 1T hRA Ui B

AR

RINAE 5 B TCP 5% L2/L1 P48 il

RINZE 5 P A% W 5 L2/L1 R 48 Fi

RINZE 5 P AL W 5% L2/L1 A Hiuf

WA S P TCP M55 L2/L1 R 45 hi

4 BWIRFR

HER | AT AR B BE A0 BeE 7 ik

CPU % | X173 2438 FPGA ¥dls | tbAx S ORI S . SWAKE | device. ini BCECAF
BHEANTMNFTR | BRIERHE T RES EH. H1H) copyCoreNum 3

T W WTH, 25| (EE




—_— A s
—. wWENE

1 P

FPGA iz 1745l 240015 FPGA. land T.H..land tool T.H .HsDeliverDmaServer
TH. &,
land TR : 24k FPGA W= TIRE, €M B FPGA NS THEUE B, E ik
S5 VT ) iy o MR 45 % H 3 5 A Prome theus A% X HIEHE . RN HURE R 2S5 AHE.
land_tool TR : #&fitdr4{t FPGA EHEIY)RE. 24t FPGA B AL, FPGA e & &
FPGA MR B A Th e
HsDeliverDmaServer TE : 3R FPGA ik % . (InSy&H FPGA 3% DMA %
PG AN TFRAH T

2 FPGAFCE RE L
— R EIABC BRI AT, BCE SO land tool HFE T land. ini,
1T . /1and tool reset BUAIX FPGA B AL E . HEA7)5, FPGA RGN HIHITT
WA EREEE. IFER,

[rootghs- 9 wi pacel# ./land_tool reset

[INFO A1- 18] [logllog is initialized successfully.

[INFO p1- 18] [configlIn

[INFO A1- 18] [configlInited config!

[INFO A1- 18] [configldevice config., get devicePahWrite:/dev/xdma® h2c_8, read:/d ma@_c2h_©, PCIE MODE:(null)
[INFO - 18] [cnnfig]Inited YDMA!

[INFO - 18] [configldevice config, get ePahWrite: /dev/xdmad_h2c_0, read ) c2h_0, PCIE MODE: (null)

[INFO - 18] [config] [main] Inited \I:HH
[INFO p1- 18] [MainJwelcome

[INFO ) p1- 18] [Srv]read mod

[INFO - 11][configlget i

[INFO - 11][configlget i

[INFO p1- 11][configlget mac:

[INFO A1- 11][configlget ip:

[INFO A1- 11] [configlget 1p:

[INFO - 11]1[configlget m

[INFO 20211101- 11][configlget mac:

3 EEEEEE
AT . /land tool info, ALE(ERFFESIENIEEREFHE.
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successfully.
[INFO fi i ccess!
[INFO D . config!
[INFO D ) ol \ config, get devicePahWrite:/dev/> D_h2c_0 v/xdma®_c2h_8, PCIE MODE:(null)
[INFO ) ) 0] [configlInited XDMA!
[INFO 621110 [configldevice config, get devicePahwrite:/d v/ xdmaB_c2h_8, PCIE MODE: {null)
[INFO '0211101-10:42:00] [config] [main] Inited XDMA
[INFO p1-10 80] [Main]welcome to land_tool ¢
] 5] 5 Read configuration

udp_debug_
_dec_debug_
tcp_debug_

enable_overflow_r
enable_sessi

ion_recon_threshold:

4 WHEREREER
#4T . /land tool status

ccessTully.

1lconfiglInited config!
1lconfigldevice config, get devicePahWrite:/dev/xdma®_h2c_0, read:/ mab_c2h_8, PCIE MODE: (null)
1lconfiglInited XDMA!
1lconfigld e config, get devicePahWrite:/ dma®_h2c_8, read:/d ma@_c2h_&, PCIE MODE:(null)
1lconfigl[main] Inited XDMA service!
n]welcome to land_tool @ Hund .0.2 Oct 14 2021 o¢
* Read Traffic Info

send_order:
recv_trade:
send_trade:

recv_ind
send_ind
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5 BBEEEEE

#47 . /land tool monitor,

@ el# ./land_tool monitor
[INFO y p1-13 [logllog is initialized
[INFO 20211101- [config]lInit succ
[INFO 202 -13 [cnnTlg]Inlted co
[INFO 202 -13
[INFO
[INFO
[INFO
[INFO
[INFO

tcp_reorder_m
tcp_reorder_pri
tcp_reorder_pre

recv_; : 140912
send_atp_: : 0

6 AT TFETL

BRI E A

successfully.

H 87 R AE a2 A7 7 X2

6.1 MCS M H4FH2K%
ffFH T.H: land tool

TSN AR AT B RAS L xxx. mes

W 1. Ispci | grep Xilinx

)-30-108 work

controller:

R PR A5 ) —

mad_c2h_o,

i/ xdma@_c2h_o,

spcl | grep Xilinx
orporation Device 9583f

% 2. 15201 86:00.0 hn E 0000: it EFATHI DevicelD

.

PCIE MODE:{null)

PCIE MODE:{null)

0000:86:00.0, 1% ID 72 RSt TR HI FPGA HiZm5, FI T T+ 4448 7€ 1) FPGA.

/land_tool upgrade devicelD FEHHEUIT

/land_tool upgrade 0000:86:00.0 SZ_TCP_NET.mcs

B A

FE 107, L2571

(EE



PSE3LLDP/pfm_top_wrapper.mcs

ecute reload cmd after this command.

ce for flash to complete.

ves(no?) ||

—ROEXMTH, 4T T upgrade @ G, F reload I, BiZik#E
no CREFAGIFHERF).

HIR 3 WOl SNl ROl RRIIE, R SE K.

B2 DR i B AERELUF O A AMER RS AR 51 T T E e
TR FTLOERE yes, XHTARS A AN EHIF BRI HE %R
()R HE LT Ak PCIE 4%, TTRESBURIERG MBI %, AR
BE1EH 8 B o

B AT DA B iy & R 5 SRR, @A T

/land_tool reload 0000:86:00.0 A AT G, FPGA FRF 25T,

HFHEBERGSER.

EREFI: reload THRERT H IR 1A HAMZHIHL & B R A5 L T~ B 2
T H A AL E RIS AL 88 BB R s ANl U9 9R 7 B B AR 55 4%

6. 2 RBF LHHFE
R T H: enyx
TR PR KA S AR xxx. rbf

U 1. lspei | grep Enyx B&E YR Enyx HEZE, R AEFEM 6. 1
HIFH 2 7 e

T W W1, 3£25 (ES



[weishuai@hs-10-26-44-65 data L2 1spci | grep Enyx
86:00.0 Ethernet controller: vice 0001 (rev 01)

[weishuai@hs-10-26-44-65 data L2]s§ []

LB 2. enyx—firmware-manager ——board=0 —file path=/home/xxx/xxx. rbf
—force driver,

AW 3 Il FHLEs. REIRRINE, BTG

7  FPGA ¥ Lig s AN R8T T4

HsDeliverDmaServer FF-3RHL FPGA ) DMA £u4E, FE¥ 8 Fikas AN, Un
SR RAT DS A .

EARBEMAPAME, FERSHMPEET A e st e B &b . A RANA
HsDeliverDmaServer, HANFEF1E H&HFAT.

HRAEA JLA SDK 75 % FPGA f1) DMA H0HfE 175 1 73 25 -

> WA 14 sdk 5 E . 7] LUE B HsDeliverDmaServer 5 H 5B libupdma.so-

> 2 MNEHELULE sdk FRE: WfER) HsDeliverDmaServer F£F
7.1 BCERAA

R T B FPGA s HiE R4 -, BIfE B HsDeliverDmaServer 8% R &

B libupdma.so, #75 EHCE XM device.ini. A& A HIECE A W R L

A,

T W W12, 325 (ES



|[device]
BEAFRD. Bil2seM
dmapoolsize=256;

; T8 FGPARUE LR RN PUFR Bid s o . MAlHIESFHEA— =4

copyCoreNum=3;

;1 ! ! land.ini FEER, SO RIEZEEEMland tool T EfERAMARE
; B] LLEB T B A=t B] DLAEXTEE 7=
land ini path=../land tool:

7.2 EAAN
iRk

. /HsDeliverDmaServer start

FE: ZEFNERA M. /land tool reset —FEHIE LI #E. B . /land tool
reset WA PAT 5 EK

e B E GHAT. KM terminal 1543 )5 64T,

KA

. /HsDeliverDmaServer stop

FMFEF R, /HsDeliverDmaServer stop.

WA, EJ5< A3 HsDeliverDmaServer HJ sdk #2/%, P top fin
5 HsDeliverDmaServer BEFE 5 )5 kill %R,

7.3 BEANBERE
HsDeliverDmaServer F2F/E MRS Ui, s KR 252 8 NMEFEFEAN . G tep H
1] server client #t&, HA—FERFEINTRSNE P imdl e APIE1T) « sdk
AT, A1 sdk 7] G847 3 1 L FR AN 2 N HsDeliverDmaServer .
Bt A I R] PLg 4T #E T 8 4 sdk.

= FHETH
AR T AW REARZA:
BIERGFR PR, (land RFEITHR&S7E 0 55 H31E AL FPGA)
FPGA iz4748#1, it land 1 land tool T.E.5EM%.

W1 AT . /land JE3)
B2, P4T . /land tool reset

T W WIS, 325 (ES



L3 4T . /HsDeliverDmaServer start (0575 ZEOK FPGA #dE 1A%y
AN A 75 BEHAT SRR T , HAMEAFEC & PAT HARRE 7 A4 e 58 32 i 2 1)
W, ZEE T AN R HESITIHER. D

FE, JBshland J5, HERMWIEDIK, HsDeliverDmaServer # land &7F )5
81817, Ctrl+C KM land IR IFAIRIEAT. Ctrl+C Ak
HsDeliverDmaServer f&/% .

HAT5E . /land tool reset AJLLEEFB TSGR, WA TTEEZSEHHG

successfully.

71[configlInit succ
configlInited co
configldevice config, get devicePahWrite:/dev/xdma®_h2c_0, read:/ a@_c2h_0, PCIE MODE:{null)
[INFO 2 : configlInited XDMA!
[INFO : [configldevice config, get « ab h2c 0, rea dma®_c2h_©, PCIE MODE:{null)

[INFO p1-14 [config] [main] Inited XDMA -
[INFO p1-14 Main]welcome to land_tool ¢
[INFO Srv <# Read Traffic Info

recv_order: B

send_order: ©

recv_trade: B
send_trade: ©

YEITE)G, BIRHAT. /land tool status, MEELL T KiZiHEEs AL 551 # s
H—HEAERIN, Vi8] FPGA &bHEMY 55 FE: K 1E & .

T W W14, 3250 (ES



[INFO ] ] 1
[INFO 5] [c 1d e config, get devicePahWrite:/ . read:/ ) ., PCIE MODE: (null)
[INFO 14 ] YDMA!

., PCIE MODE: (null)
ervice!
to land_tool @ Hunds
* Read Traffic Info

@it ps —aux | grep land &F land FEF R GEIBIT.
land 271217, ®h 2 FPGA FPIRESE BEATEERE R, JFHiexkBIHE .

M. ZBHERENE

BErp SR H LS DA B AR, (HR A R RSOl EeiA, FPGA &
A 1IEH R,

#47T . /land tool status

T W WIS, 325 (ES



) workspacel# ./land_tool status
:41]1[log]log is initia
1][configlInit
1lconfiglInite
:41] [configldevice config, ) :/dev/xdmad_c2h_8, PCIE MODE: (null)
:41] [config]Inited XDMA!

//xdma@_c2h_6, PCIE MODE:(null}

recv_order: ©
send_order: 8

recv_trade: 0
send_trade: ©

send_inde

> HAA BHREIRN FPGA

WA eth_rx_total TH&as— BN, WHIAMZEH AR FPGA. 1R
AR EAT, WG S A2 AT . i ST IR RIE

> A FPGA & B K E

IS tx total pkts RIETFELZS ANV ST S AR RGN, Ui BH IEZE 32 2L
.

I tx total pkts RIETFERS ANV ST A A4, 1B FPGA I H
B AR, TERA TCP 1R 1P, WHinH5, HAEYIP ZERIEE, MFPGA T
NOEERER R 8. @it. /land tool info 3RHY FPGA T HIAL B S B .

BRI —REREA—F, land. ini A IEFEBECE, 4T, /land tool
reset EHHTACE FPGA HEAIEIT],

B BUEEMANLGIE

s LW PR A SDK demo 73 B EAFAT 5 AN FPGA 4715, 70737 s Klcdfe JF: LE Xt
Ve B R A 7 AURIE
Bs S B R,

s

T W 160, 325 (ES



W 1

FPGA. sailfish & T AFRATIGHIRA

WK 2.

it B e AT 15 Y sdk _config. ini, BCE 5%, 184T./ run sailfish sdk. sh
IR 3:

B B 205 FPGA 1718 1) sdk_config. ini, FLE 5K, i817. / run_sailfish_sdk. sh
IR 4.

A7 —BIfE], ctrl+te 1BH AN demo

IR 5.

FEV HO B A2 2 8 2 SRk

EEandt FPGA Fv& HSCAF 48 DL 2] fpga H

FEER ATt SO DB soft H3k

WK 6:

$#AT vimdiff fpga/2 channel 2032.csv  soft/2 channel 2032.csv

[rootghs-10-20-33-9 sz]#
[root@hs-10-20-33-9 sz]# vimdiff fpogas2_channel 2011.csv soft/2_channel 2011.csv ]

Yl — A NI, ARMECRIEPIAS demo W & —FEZ 1. PrbAn
R HSCAF IR R — BOES R B A — 8. VRN B2 — 2.

7N BRERAEE

1 A HRE
1.1 RFRESEPRIEE

4 FPGA ik 225 B R4S 52 2 J5 Tl L F, 5 PPGA 275 1E 3% THSEIt 4
Is /dev | grep xdma B & T5AFAE FPGA (¥ XDVA ¥4, MR EAIEE, HE
K FPGA 75 R4 L b, SIS FPGA P ISR AT 2 A IR %, 41 T BT
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WRAITAZF IR FPGA K PCIE L 7%

1. R EAE FPGA IR & %3507
2. TR ERLE PCIE MATFEA & B 22850, s AL S BHIR;
3. BFH FPGA IR B AR,

2 RGHH

Wi land tool THIM, TR AISeEA A SN F{EE, @it
land_tool info REF WAL . R A HEERA T EEE, WHE:

T W W18, 325 (ES



3 SDK AN BN 1 Inl i HE 2
HG, fAr FPGA 1) TCP BC & & 75 1B,

sFPGAZITEHEE

[tep] - .

tcp_src_mac=00:0f:53:83:5a:d@ 5 tepiEERMAC, EMDwaifE'?]W‘E‘MAC*EL mac_addr detect switch=8ff I3
tcp_dst_mac=00:8f:53:82:19:d1 ;tep B BUERMAC, HsailfishBEILATM-FMAC—ET, mac_addr_detect_ switch=087

tep_src_ip=8.8.28.9 ;tepiBEIP, SMDGWEIERIMNEIP—EL

tcp_dst_ip=8.8.20.13 ;tep EAIIP, Ssailfish#FITEIM-FIP—EL

tcp_src_port=8098 stepiBim 05, SMpGWRIERS O —E

tcp dst port=0 ;tepERIEROS, EEE ke

HR, KifE FPGA A #RIC B 2 5 IEH,

[udp]
udp_src_mac=008:8f:53:82:f0:49 sudpiEmMACHEHE, BEERINEIE
udp_src_ip=8.108.20.90 sudpiBIP, FEFSDKE—-vLanAIER T, BER—ITFME
udp_dst_ip=225.8.0.177 ;udpfBIEIP. SSDKEZFRIEFEIP—E
udp_src_port=8880 sudpiBim 05, BRILEDTE]
udp_dst_port=13187 ;udp BRI OS, SsokElRgIEOS—

Hrfr, UDP fyyssmtdl, FEAT SDK 7E—> vLan WITEILT, 75 200 B 7E [F] B
fie B A A RS, (HRAKIRTCIR IR B s ),
B5e, $4T . /land tool info iZHX FPGA L E , Bl 5 S5 E 34—,

T W W19, 325 (ES



[root@hs 9 workspacel# ./land_tool info
[INFO -14:34:51][logllog initialized successfully.
[INFO p1- 511 [configlInit success!
[INFO 202 - 1lconfiglInited config!
[INFO - 1lconfigldevice config, get devicePahwrite:/des ae ae 8, PCIE MODE:(null)
[INFO pl1- IlconfiglInited XDMA
[INFO 91 - 1lconfigldevice config, get devicePahWrite:/de B h2c_B 1/ D _0, PCIE MODE:(null)
[INFO p1- 1lconfigl[main] Inited XDMA service!
[INFO 20211101- 1[Main]welcome to land_tool @ Hundsun! V1
[INFO p1- *xxerrk Read configuration *E
Hw_Ve
FPGA_Ve
Version_Date
udp_debug_
_dec_debug_
tcp debug
udp
udp_dst_ip
udp_src_port

_ip
port

enable_
enable
heart

on_sync_threshold:
ssion_recon_threshold:

WAL E A3, 44T, /land tool reset , ¥ land. ini A AIHC B 5 N FPGA,
¥ FPGA L H .
U E — 3, SDK AR AR I
F2 T RN FPGA B2 SR R 38 Ui 2 75 1R 5
4 AN FPGA IEFEIEH W
#4T . /land tool status
TBIE—: MR 2HAN 0, FHIEAE TCP Fr N FILZEH A 1Al @, B A& 26 A & XA
i
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** Read Monitor * ¥
rx_bad f
acket_ bdd f
total_packets
_total _good packe
tx _total packe
1on_lost num:
bram_wr_full num:
num :

. num

T
ﬁ total THE#s A 1H, aﬂﬁﬁ//\ﬁﬁﬂ}\ tep AHIC I B A2 T 1%

./land ‘tDD
ully.
[config]Init
configlInited cnnngl
[configldevice config, get devicePahWrite:/dev/xdma®_h2c_o, v/xdmaB_c2h_B, PCIE MODE:{null)
[config]Inited XDMA!
[cnnng]de rice cnnflg icePahWrite:/ ab_h2c_0, reac v/xdma®_c2h_0, PCIE MODE:{null)

v_indes
send_inde:

‘%ﬁéz-
R, WS BEsEAE.
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[root@hs- s

[INFO p1- 6 initialized successfully.

[INFO 4 - 6 fi s

[INFO 211101- [configlInited config!

[INFO 211101- [configldevice config. get devicePahWrite:/d dmad_h2c_0, read:/de mab_c2h_8, PCIE MODE:({null)
[INFO 2 D1- [configlInited XDMA!

[INFO 211101- [configldevice config, get devicePahWrite:/dev/xdma@_h2c_8, read:/dev/xdma@_c2h_8, PCIE MODE: (null)
[INFO 2

[INFO 211101- 6 welcome to land_ @

[INFO ) p1-14:39; : #+ Read Traffic Info

v_order:
send_order:

recy_!
send_trade:

recv_atp_
send_atp_:

IERALE
WS ECAE, B tx_total xxx THAUE 0, ULH FPGA P EACEAT iR, — M
IR RRAS R AN H B

* Read Monitor #

rx_bad fcs
_packet_bad fcs

total_packet

_total good packet
tx_total packets
session_lost num:
bram_wr_full num:
_num:
J&_num :
tep_3201_num:
tep_3113 num:
)1 _num:
_num:
J&_num:
3201 _num:
t_3113 num:
)1 _num:
_num:
J5_num:
3201 _num:
end 3113 num:
nd_ 5801 num:

T W W22, 325 (ES



5 fn{aHail FPGA IEEE R

Bl E e G, $H4T. /land tool reset ZRJGITUR&A A, #4T. /land tool status
WRMTNEFTR, tx_total xxx FHRAITHEEEA N 0, Ui FPGA /£ K.

eth_rx_total: 109713
rx_bad_fcs: B
rx_total_p
offload h:d_p

recv order: 170397

send_order: 178306

recv_trade:

send_trade:

recv s
send stoc
send_stock_
send_stock_

3:
send_stock_snap4: ©

recv index

send_index_s

send_stat_sna
recv_stat_s

recv_atp_s
send_atp_s

6 2 FPGA R R BHME WA A SUE
Z 3 FPGA RIS 1and. ini FECE XIS,

[device]
dev write=/dev/xdmd0| h2c 0; ;1s /dev | grep xdma*2* FREHIBF, WO LlAZE, :
dev read= /dev/xdmg0| c2h 0; ;1ls /dev | grep zdma*2* FREFIBEF, WO LlIAZE, :

mimﬂm%ﬁﬁﬁﬂﬁﬁﬁﬁﬁ%

core id=474
dmaOname=MAC CHAN0 DATA;iBIE0ZF
dmalname=MAC CHAN1 DATA;iBIE1E&=F

bus_id T X4 B BREIHESLF IR

xdma JX ) H 40 BUE X 4 AR -
dev write=/dev/xdma0 h2c 0
dev read=/dev/xdma0 h2c 0

T 48 2 W B G eT S S U
> 2 Xilinx Bl
EH: HEP 237, 25 W B4 BT



dmesg | grep xdma0- - - >R HUE 285 - - >dmidecode | grep “& 45" -B12-->

ARV EAEAL S - - - > IM EF VBRGS0 Sk S AR AT

[root@hs-10-188-198-28 ~]# dmesg | grep xdma®
[ 6.062930] xdma:probe_one: 8000:3b:00.0 xdmal, pdev OxffffBecdfef6a000, xdev OxffffB8e70e8394000, OxffffB8e70e839
[root@hs-10-188-198 -1#
[root@hs-10-188-198 ~1#
[root@hs-10-188-198 ~]1# dmesg | grep xdmal
[ 6.065834] xdma:probe one: 0000:d8:00.0 xdmal, pdev Oxffff8e9e00571000, xdev Oxffff8ecdfd938000, Oxffff8ecdfd93
[root@hs-10- :
[root@hs-10-188- ~1#
[root@hs-10-188-
[root@hs-10-
[root@hs-10-188-
[root@hs-10-188- ~]# dmidecode | grep "0000:3b:00.0" -B12
Port Type: Network Port

Handle 0x0900, DMI type 9, 17 bytes
System Slot Information
Designation: PCIe Slot 1
Type: x16 PCI Express 3
Current Usage: In Use
Length: Long
ID: 1
Characteristics:
3.3 V is provided
PME signal is supported
Bus Address 6
[root@hs-10-188-198
[root@hs-10-188-198-28 ~]# dmidecode | grep "0060:d8:00.0" -B12
PME signal 1is supported

Handle 0x0906, DMI type 9, 17 bytes
System Slot Information
Designation: PCIe Slot 8
Type: x16 PCI Express 3
Current Usage: In Use
Length: Long
ID: 8
Characteristics:
3.3 V is provided
PME signal is supported
Bus Address 6.e
[root@hs-160-188-198-

a4 ER/E PCIE Slot 8, WA LARNIE X R 2R 5 42 0000:d8:00. 0, HF—%}
M xdmal, KFIHHEEETINIZE 1

L VL
dev_write=/dev/xdmal h2c 0;
dev read= /dev/xdmal cZh 0;

> %/l\ EﬂyX *ﬁ%
1 W REHLEE 46— Enyx #RF, WIE 2R 0;

2 ZAMARIHRE e BINL G AR RAEMRNFEAL. IR EMRE I a5 2] 0 |
1busid X 3 i 847

T W W24, 325 (ES



3 3KEL bus 1d=0 FFE/7 5 :basename $ (readlink
/sys/class/enyx _hfp bus/enyx hfp bus0/device) —>iR[A]

0000:86:00. 0——>dmidecode | grep “0000:86:00.0” -B12 | grep Slot—>
SREFE A 5

SEBRIEAT R RN

4 FREX bus id=1 HJAE{7 5 :basename $ (readlink
/sys/class/enyx_hfp bus/enyx hfp busl/device)

T W W25, 325 (ES



